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AND 10 TOP TIPS ON HOW 
TO AVOID DISASTER
While the Philippines continues to see positive 
growth in Shared Services and BPO operations, it’s 
important to recognize the strategic, operational, 
fi nancial and cyber risks that the country faces, 
and plan accordingly. Correctly accounted for 
and mitigated against, these “risks” are easily 
controlled. However, if not addressed, they 
could easily derail the business case and value 
proposition of a Shared Services model.

RISKS FACING SSOs
IN THE PHILIPPINES
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10 TIPS ON EFFECTIVELY MANAGING 

YOUR RISK EXPOSURE

Natural disasters are one of the greatest risks that operations in the Philippines 
face. Tsunamis, typhoons, earthquakes, and fl oods are rare, but very real, threats 
to business operations across the country. In fact, Manila is one of the most 
endangered capitals in the world as far as natural disasters go, and as a result 
many support services leaders fi nd themselves managing global risk portfolios 
from there. While you cannot control Mother Nature, you can plan your reaction. 
Ensure communications messages are set up and ready at the push of a button. 
Have addresses and telephone numbers easily to hand. Plan for how to shift work to 
other locations and how to get your staff into safety, and home. Don’t focus on the 
disaster, but on your reaction to the disaster.

For the purpose of maintaining a continuous and reliable business environment 
in the case of a disaster, most organizations use the ISO 22301 BCP standard. 
The challenge is to simplify this standard to a form that makes it simple, tangible 
and easy to execute. A 90-page plan will not necessarily stand you well in a crisis. 
Spend time in interpreting the standards and defi ning relevant steps that need to be 
executed in a way that is clearly understood by all those impacted. Communicate 
the message. Maintain awareness.

During the planning stages, approaching business continuity from a “scenario” 
basis (Why can we not operate?) will only lead to wide-ranging and uncontrolled 
discussions, which are pointless. Instead, assume the scenario and focus on the 
action: What is needed to operate if one of our critical assets is not available? This 
ensures the discussion stays focused instead of becoming unmanageable, and you 
will emerge with relevant outcomes in terms of strategies and plans that can be 
executed.

GUARD AGAINST 
MOTHER NATURE

INTERPRET GLOBAL STANDARDS SO 
THEY ARE CLEARLY UNDERSTOOD

DON’T FOCUS ON “SCENARIOS”
– FOCUS ON EXECUTION
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POWER OUTAGES AND 
TELECOMMUNICATIONS

CHECK YOUR CRITICAL ASSETS

Power outages are some of the most common challenges that Shared Services in 
the Philippines are exposed to – yet are quite easily managed. Back-up generators 
and solar panels are the fi rst step. More crucially, however, you need to have SLAs in 
place that contractually obligate your partners and providers to restore all operations 
within a predefi ned timeframe. While your own activities are within your control, this 
is less obvious in the case of outsourced activities, or those provided by third parties. 
Don’t fi nd yourself held hostage by the vagaries of another business. Instead, do your 
due diligence during the research phase of onboarding a potential or new provider. 
Ensure your risk is diversifi ed by checking that your telecomm providers are not all 
using the same communication pipes to transfer data across the Pacifi c, for example. 
Given the vulnerability of these pipes in the case of earthquakes or tsunamis, it’s 
important to distribute the risk across different channels.

Whatever the situation you face, your four critical assets will always be: staff, 
building, infrastructure, and applications and vital records.  Those are the assets 
needed to operate. What is important, therefore, is to have a plan around how 
to mitigate if one of these assets becomes unavailable for whatever reason. For 
example:

Buildings
Employees work from home or from other locations, like training centers or other 
facilities.

Infrastructure (transportation, strikes, road closures and IT) 
Employees work from home or from other locations. 

Applications and vital records
Often, applications are global and therefore the risk would not be related to the 
Philippines per se. With most organizations concentrating on a few signifi cant 
applications, the risk of one of these failing is generally accepted and diffi cult 
to mitigate.

Staff
Whether as a result of natural disaster, a pandemic, or losing your license to 
operate… the key concern is that important activities can be run from another 
location. The challenge you will come up against is knowledge safeguarding and 
sharing, and as it’s not possible to transition this 100%, any fallback means that 
operations can continue only on a priority basis. It may take some weeks to ramp 
this up to full capacity, so being clear about priorities is important.
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While regular turnover can be desirable (fresh ideas and new thinking replace 
the old) poaching by other centers can severely impact your business. If you have 
invested heavily in training, it’s frustrating to lose this investment to a competitor 
for a fi stful of extra dollars. Push back against undesirable or excessive attrition by 
ensuring you pay competitively and putting in place bonus schemes to retain your 
more valuable talent. The HR department can be a strong ally by offering attractive 
career progression opportunities, which is what new graduates, in particular, are 
looking for. It is also smart to link bonuses to the longer term, paying these out 
after fi ve or even 10 years. Monitor your attrition rates and pay attention if they 
divert from the average – this may be an indication of a deeper problem that could 
lead to signifi cant turnover, so it is best to maintain a tight control and implement 
proactive and employee-friendly policies from the start.

To maintain top class business continuity and readiness procedures, it is important 
to test the system regularly. Run unannounced test drills to check the business 
continuity framework, and see how well the business responds. Update the plan 
based on real-life experience and gaps that emerge during testing, and ensure the 
documents are easily accessible to all – for example by hosting them on central 
servers. Update priority staff contact details frequently, as documents can quickly 
become outdated as people leave or join the organization.

Just a few decades ago, most operating systems still ran on DOS, and the main 
information for a given piece of data was its fi le name and its extension – i.e. 
content and format. With the emergence of metadata, a standard defi nition of 
content for a particular fi le has emerged and content application is more user-
friendly. While data risk is not contingent on a national emergency, it is a key issue 
for every business. One of the challenges shared services face is to migrate old data 
in shared folders on PCs into applications like SharePoint. At the same time, it is 
important to avoid migrating obsolete or trivial data that muddies the waters. With 
so many shared services in the Philippines tasked with taking on data migration, 
it is crucial that systems are in place that protect the integrity of the data being 
migrated, and that preparations are in effect to subsequently maintain and manage 
the data, and prevent unauthorized access – especially during a crisis situation. 
For business continuity purposes, all business critical data that needs to be readily 
accessible must be available outside applications like SharePoint; for example, 
copied on a daily basis to a local hard disk or one with pin pad encryption. 

ATTRITION CAN 
BE DANGEROUS

RUN REGULAR AND 
UNANNOUNCED TESTING 

MANAGE DATA RISK
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PROTECTING AGAINST 
CYBER ATTACKS

FINALLY…

While it is diffi cult to defi ne, let alone control, cyber attacks, you need to be 
prepared for them. And it’s not just the Sonys of the world that need to be 
concerned. Personnel records, health records, supplier contacts, production fi les, 
fi nancials … there is no end to the list of data that is at risk. As the cost of data 
breaches continues to rise, so does the value of compromised records. A recent 
report cited the value of an individual healthcare record at US$363*. Securing 
critical information has become an IT challenge, as a result, whereby focusing on 
protecting credentials is key, and securing the authentication process is a priority. 
There are a number of third party solution providers who have developed expertise 
in this fi eld, and partnering with them to leverage their knowhow in this critical area 
may be a smart move.

Make sure you nominate a qualifi ed Risk Manager who is responsible for activating 
business continuity plans, and maintaining compliance. It’s also important that 
the executive board validate and support business continuity planning, and that 
this message is communicated across the business. And while monitoring familiar 
and defi ned risks is key, it is equally important to scan for unforeseen risks from 
all quarters. As digital business becomes a way of life, maintaining tight control is 
an ever more diffi cult challenge. The most important factor that will work in your 
favor is to anticipate, rather than wait; and to be proactive rather than reactive. 
Maintaining a strong project governance approach to risk management at all times 
will pay off in the long run.

SUMMARY
Although the Philippines are vulnerable to risk, 
one of the great advantages the region offers 
is that its people are well prepared to manage 
a crisis. Everyone knows what it means to be 
prepared in their private lives – people carry 
whistles and torches with them regularly. This 
general mindset of preparedness spills over into 
business, and so it’s easier to implement a robust 
business continuity planning policy and test it. 
Compared to the rest of the world the Philippines 
has an enormous advantage in this regard. 

DATA BREACHES 
COST AVERAGE 

OF $3.8 MILLION 
EACH

HIGH-TECH
ATTACKS,

HIGH COST
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LEARN THE BEST PRACTICE STRATEGIES TO ENSURE YOUR SSCS 
AND BPOS IS PREPARED FOR ANY AND ALL RISKS. JOIN US AT…

MOVING UP THE VALUE CHAIN AND MAINTAINING 
COMPETITIVENESS TO IMPACT BUSINESS BOTTOM LINE

KEY SESSIONS YOU MIGHT BE INTERESTED IN:

12 – 13 August 2015
InterContinental Manila, Philippines

DOWNLOAD 
EVENT AGENDA

BOOK AND PAY 
BEFORE 29TH MAY AND 

SAVE UP TO USD600

è	Main conference: 12 – 13 August 2015
è	Pre-conference workshops: 11 August 2015
è	Post-conference site tours: 14 August 2015
è	Venue: Manila, Philippines

MOVING UP THE VALUE CHAIN AND MAINTAINING COMPETITIVENESS TO IMPACT BOTTOM LINE PERFORMANCE

It was my fi rst time to attend this type of conference 
and it was both a refreshing and encouraging 
experience. It was good to hear from different 
participants about their passion and dedication to the 
shared services industry, and it was encouraging to 
know that we have similar concerns and strategies in 
place. The speakers were experts in their areas.
Lyndo Villegas, Senior Manager, Macquarie
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NO SALES 
PITCHES 
ONSTAGE
A new industry standard!
details on page 3

BIG IDEA 
speaker Tony 
Meloto talks 
about social 
innovation

Mark Lwin
President and CEO 

AIG Philippines 
Insurance

Nihar Nidhi
CEO

JPMorgan Chase & Co. – 
Philippines Global Service 

Center

Annie Alipao
CIO

Ayala Land

Heiko Nitsche
President and CEO

Mercedes-Benz 
Services Phils., Inc.  

Joselito G Diga
 CFO

United Laboratories

Turn to page 7 for more

Sponsor:

De-risking your 
operations with a robust 
business continuity plan 
(BCP)
Andreas Mall 
Head of Business Continuity, 
Shell Finance Operations

For more information, 
please contact us
T: +65 6722 9388 
E: enquiry@ssonetwork.com 

How the Knowledge 
Process Outsourcing 
(KPO) servicing model 
adds value to business 
bottom line at AIG
Mark Lwin
President and CEO, 
AIG Philippines Insurance, Inc.

Strengthening your 
talent pipeline to reduce 
attrition and ensure 
sustainable success 
– Panel Discussion 
featuring insights from 
senior fi gures
from Sony Global Business 
Services, Henkel, Johnson & 
Johnson and Mercedes-Benz 
Group Services Phils., Inc.


